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1. ARM TrustZone

ARM TrustZone [1]§REFHE Cortex-A SR ESFMEARINEE, BT ARM EZEHMZ LY B3I, X
LYy RAEENE. FENNAEFRDRE—SNEFREE, FHREELHNEGIRNT2IFE,

ARM TrustZone AR RFACRNREFE, HMNEMEITETE LNAENA, BFLXeIH. 8F
FRAVEIE (DRM). AVARSFIET Web HIBRSS. TrustZone KR5S Cortex-A A2 RFRER, FHid@id
AMBA AXI BEFNHFFER TrustZone R4 IP RIERLAFHITH B, FTLL ARM TrustZone AR MBEH
BR ERENZ 2V, LEFAERKEATURIPLEAE. NER. BRENRESIMNG, MMATH

RENRERERE,

BaIATF ARM TrustZone S ARMFRIMBE R, FHALLIR 7ZAAE ARM Trusted Firmware #1 OP-TEE
0S[2], EfIEZRH X ARM S FAHNEEBRSHFRNE, —&ZiEr UESERSEIRER,

1.1 RHREH

MBEGEMABESR, INTEBAT ARM TrustZone ARG 64 (IFERAREE, BINRFERI AT
MR EARIFREMR, AUBREHR, KEURALUSRRMERNAEARR, FRetHR
R ROER, MRIFRLHFIFRLSMROER, WE~ERSERGSLREFS
®, BLARREIRIFEN.

XM R 2 @ pEREEET ARM Trusted Firmware fEAHFR. % CPU TR SR, MR8
N2 FNFEES#EHN ARM Trusted Firmware (GBZ ARM B SMC #8#15<) , 7 ARM Trusted
Firmware B#Y Secure Monitor i3I8 CPU MNIERE SR E 2SR, AERBULR2EH#H
ANzt R, RZTFA. XTMETREMEHES LHITHRLMIERELSHET,

Rockchip B9 Trust A LAI2f# 92 ARM Trusted Firmware + OP-TEE OS BYIhREEE S, ©LMT RHR
BHFERIINEELN Secure Monitor(F- Mt a5 A% OLRD) B ThEE,
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1.2 CPU 3¥HER

M CPUMMAE, WITE2—MIENBRAT ARM TrustZone HARGH CPU ISR SLIRWE, NR
2 64 il CPU, EHNFNELRSD N ELO. EL1. EL2. EL3, HA1RIE CPU FRbMIE R 9 %2 ELO.
L2 EL1 EIFLL EL0. IFRL ELT, WRZE 32 i CPU, BEHRIELRS A Mon. Hyp. SVC.
ABT. IRQ. FIQ. UND. SYS. USER &=z, Hr SVC. ABT. IRQ. FIQ. UND. SYS. USER #3401 64

I—HFAEREMIFREEN 2,

Rockchip B9 Trust AT LAIEfRAE EL3 + T2 EL1 MThEER &,
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2. Rockchip F&H] Trust

2.1 FRIMAH

Bl Rockchip F& L 64 fil SoC F& LEABIZ ARM Trusted Firmware + OP-TEE OS B4 &; 32
fi SoC F & EfEAAIZ OP-TEE OS.

2.2 BEhiRiE

ARM Trusted Firmware A RREMBEENRAIHOMHREELR, 25)/9: ELO. EL1. EL2. EL3,
BEANLLBEMTRIZEMERE X 9 BL1. BL2. BL31. BL32. BL33, HM ARM Trusted Firmware B
BRGRASERM T BL1. BL2. BL31 BITHEE, Rockchip FAXER T HHAI BL31 BITHEE, BL1 M
BL2 A TEBECH—ELMARE, FRLTE Rockchip F& EFAT—ARt AT L BRIA” ARM Trusted
Firmware M52 BL31, i BL32 EAAINIZE OP-TEE OS.

YNRIM_EIR X TN ERTE X BRETE] Rockchip BIFEEEE M £, WNXFRA: Maskrom (BL1). Loader
(BL2). Trust (BL31: ARM Trusted Firmware + BL32: OP-TEE OS). U-Boot (BL33),

Android Z2ZMEHBoHINE:

Maskrom -> Loader -> Trust -> U-Boot -> kernel -> Android

Normal World 5 Secure World
To Hypervisor | Linux 2nd level
Kernel ; BL32 BL2 Boot loader
i 5 Secure EL1 Trusted Boot| |pads all
: load Firmware | 3rd level
BL33 : pay = .
: images
Non Trusted ; Trusted
Firmware to load the | | Trusted OS kernel boot board
Non Secure OS.

(e.g : U-Boot, EDK2) < | i ﬁ
{} BL1 1st level

Boot Loader
SMCcC BL31 PSCI AP Boot loads 2nd
EL3 Runtime Firmware okl level image
Trusted
World switch Dispatcher boot board <::| RESET
’ Key b ’ Glossary )

EDK2 — EFI Development Kit 2
EL — Exception Level '
Secure EL1 Execution PSCI — Power State Control Interface |

. BL — Boot Loader :
. Normal EL2/EL1 Execution . . SMC — Secure Monitor Call

EL3 Execution

e mE e E -
EEEEmE -
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2.3 Elf43FREY

Bl Ri2HE binary X%, FRMEREARE, Trust B binary XH1E3X1E U-Boot THEE:

./tools/rk_tools/bin/rk30/
./tools/rk_tools/bin/rk31/
./tools/rk_tools/bin/rk32/
./tools/rk_tools/bin/rk33/

LREFENFAB uboot.img BIEHE, HENFAH trustimg LERITEEMTE U-Boot HIRE R
To HeP binary T8 trust.img FIEHER BT ini XHHITES], ini XHTE U-Boot TIEE:

tools/rk_tools/RKTRUST/

WEA: AREWEILUTHERMIrkbinCE, BEEFHR TFIEFERbInX .

2.4 DTS {E§E

2.4.1 N#%3.10
2.4.1.1 32 {iFEs

(1) A0 psci T2

psci {
compatible = "arm,psci";
method = "smc";
cpu_suspend = <Qx84000001>;
cpu_off = <Qx84000002>;
cpu_on = <Qx84000003>;
affinity_info = <Qx84000004>;

Y

(2) 7£ chosen Time# parameter BE/0: psci=enable

chosen {
bootargs = "psci=enable vmalloc=496M cma=4M rockchip_jtag";
b

2.4.1.2 64 {iF8g

(1) 18H0 psci B

psci {
compatible = "arm,psci-0.2";
method = "smc";


af://n87
af://n93
af://n94
af://n95
af://n100

(2) cpu TRTEIEI: enable-method = "psci';

cpus {

#address-cells = <2>;

#size-cells = <0>;

cpueo {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x0>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

b

cpu@l {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0Ox1>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}s

cpu@2 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x2>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}s

cpu@3 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x3>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}

b

2.4.2 % 4.4+

2421 32 {i¥Fs

1IN psci T = ENA

psci {
compatible = "arm,psci-1.0";
method = "smc";
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2.4.2.2 64 fiFEH

(1) 1810 psci s

psci {
compatible = "arm,psci-1.0";

method = "smc";

Y

(2) cpu FATEIEM: enable-method = "psci";

cpus {

#address-cells = <2>;

#size-cells = <0>;

cpu@o {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x0>,
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}s

cpu@l {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x1>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}

cpu@2 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x2>,
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}s

cpu@3 {
device_type = "cpu";
compatible = "arm,cortex-a53", "arm,armv8";
reg = <0x0 0x3>;
enable-method = "psci";
cpu-idle-states = <&CPU_SLEEP>;

}s

)}

2.4.3 %% Document

A% Document B4R T XF psci BUAEXIHER:
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./Documentation/devicetree/bindings/arm/psci. txt

2.5 BITREFEMNEGREA
2.5.1 BTATE

ARM Trusted Firmware i&f77f DRAM f2i41RTE OM~2M B9Z=ia], LL 0x10000 (64KB) fFAFERAO
Hhtik,

OP-TEE OS i&177f DRAM #28afRTE 132M~148M zija] (ERittHAEFAERME) L 0x08400000
(132M) fEAANOME,

2.5.2 4dnEHE

Trust B LEBHIBHZEMBEABERETREZR, TlEHECHER.

2.6 Security

EE—ETEHRNNEATEA ARM TrustZone BRAFR DN T R RMIER R, PBAKE
Rockchip & k£ CPU EfTEMLEHNETF LR, WMLEEHXETFIELLERIE? AAEX S
T: Loader. TrustiZ{TEZ L5 ; U-Boot. kernel. Android izf77EI R etHRE (XM
driver. APP B&4M

2.7 IhgE
2.7.1 PSCI (Power State Coordination Interface)

BEEX SoC BROHE ICKITEABREER, LHRE CPUMBERRSEESD. &XK SoC
BB —ERMRERERE CPU BIRIRES, PR ENXERD IR A KELRAE, RAE#HTT
BES—, EARZRIREXSE—E4AFHA LRI, MEEEFRXE—REFZRROXED
K, EAXEDASEIER CPU AR, ICIRITEEEX, BExeBfnE BRI ETE—BX%
o

BT BRERE, RZEHETIE CPU MNBREEMEIR SoC T BECM firmware B, AZRE%L
AT CPU IBHIRER, LtAZKEENSES— FLERRIZIEZREIMT PSCI (Power State
Coordination Interface) [3iEOXEIX—BR,

PSCI @—E CPU core BBJEEIEHAXMEN, A EREiEE ARM By SMC BEHIESPANE Trust B
SER A _EARXAYIRME: CPU $TH. CPU X, RFERENRE. RAEN. REXN, FF. TEGE:
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PSCI_VERSION
PSCI_FEATURES
CPU_ON

CPU_OFF
CPU_SUSPEND
SYSTEM_SUSPEND
AFFINITY_INFO
SYSTEM_OFF
SYSTEM_RESET

4.4+ RIZEXRAIDEREF

./arch/arm/kvm/psci.c
./arch/arm/kernel/smccc-call.S
./arch/armé64/kernel/psci.c
./arch/armé4/kernel/smccc-call.S
./drivers/firmware/psci.c
./drivers/firmware/rockchip_sip.c

3.10 AR REDER 1

./arch/arm/kernel/psci.c
./arch/armé64/kernel/psci.c
./arch/arm/mach-rockchip/psci.c

2.7.2 Secure Monitor

Secure Monitor & CPU kL ettt RiIFLZ 2 RBITIREIRIEIITR, Secure Monitor WILETE
Trust FSCIIAY, WREEXERIE, CPU BLEHITL2/AERERENLIR, ARM TrustZone AR
WL ET ENEXFMER,

BB AUNMEI# N Secure Monitor BIE? FEEi@ET SMC FEHIESEI, INTE ARM B ARFAMAIBEHIN
AR

The Secure Monitor Call exception is implemented only as part of the Security Extensions.
The Secure Monitor Call instruction, SMC, requests a Secure Monitor function, causing the
processor to enter Monitor mode.

2.7.3 R2{EEHEE

ARM TrustZone FiARFRT 258 Cortex-A {MBERFERER, KEEIE T AMBA AXI 2EMEFER
TrustZone &4 IP RERFZHHITY B, FALE—RYIEX IP BN EL2EERTEHITRE, XI5
BB —ARERTT Trust B5emi.
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2.7.4 BEHIBNFRIP

LLHIERIF. BN REXZfM. BFMNEE (DRM). BIARSFIET Web MRS FHRXLZLERM
BRI,

3. Rockchip F&H#Y Trust jp]zH4kIE

BRIXIMNEARRIE S RiR M Trust 89 binary X, FRERALE. BaixTF Trust BiEXAEERD,
BELZEBEMEBEN jtag TEFHTOH, WU Trust HiEBWIHEZ EERE—RHFEEBTERM
FRORINBIEES, PRI IEREMIFFIGT. WERBZIERRIRLA A Trust Y
maintainer, EItBEEREN YFEBHLER Trust BFTENEE. Trust W AARZASS . BRLER Trust B9
PANIC E2%,

3.1 F#l log 3ffl

NOTICE: BL31: v1.3(debug):4c793da
NOTICE: BL31: Built : 18:13:44, Dec 25 2017
NOTICE: BL31:Rockchip release version: v1.3

INFO: ARM GICv2 driver initialized

INFO: Using opteed sec cpu_context!

INFO: boot cpu mask: 1

INFO: plat_rockchip_pmu_init: pd status Oxe
INFO: BL31: Initializing runtime services
INFO: BL31: Initializing BL32

INF [0x0@] TEE-CORE:init_primary_helper:337: Initializing (1.1.0-127-g27532f4 #54
Mon Dec 18 ©02:01:14 UTC 2017 aarch64)

INF [0x@] TEE-CORE:init_primary_helper:338: Release version: 1.4

INF [0xQ] TEE-CORE:init_teecore:83: teecore inits done

INFO: BL31: Preparing for EL3 exit to normal world
INFO: Entry point address = 0x200000
INFO: SPSR = 0x3c9

3.2 $TEMS IR

BREFNMERAITENE R, BEEETIERES:
ARM Trusted Firmware $TENF& X, (ANAEBE1E) :

INFO *kkkkkkk*k

OP-TEE OS $TEM&X (FwAmEE) :

INF [0Xx@] TEE-CORE: **#x#x%x=
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3.3 [ElfhRzdsSiR51

ARM Trusted Firmware BJRRZAS : 4c793da.

NOTICE: BL31: v1.3(debug):4c793da
OP-TEE OS BJhRZSS: 275324 (ZBEHRFIEMN g9)o

INF [0x0@] TEE-CORE:init_primary_helper:337: Initializing (1.1.0-127-g27532f4 #54
Mon Dec 18 02:01:14 UTC 2017 aarché64)

3.4 PANIC {52iR5!
3.4.1 ARM Trusted Firmware &4 panic

Unhandled Exception in EL3.

x30 = 0x00000000ffOOTfT0O
X0 = 0x00000000000101c0
x1 = 0x0000000000000000
X2 = 0x0000000000000000
X3 = 0x0000000000000000
x4 = 0x0000000000cd383b
x5 = 0x0000000000080001
X6 = 0x0000000080803520
X7 = 0x00000000000342a0
X8 = 0x00000000000101c0
X9 = 0x0000000000000000
x10 = 0x0000000000000000
x11 = 0x0000000000000000
x12 = 0x0000000000000001
x13 = 0x00000000000101b8
x14 = 0x000000000001a950
x15 = 0x0000000000000000
x16 = 0x00000000000101c0
x17 = 0x0000000000000000
x18 = 0x0000000000000000
x19 = 0x0000000000000000
X20 = 0x0000000040000000
x21 = 0x0000000000000040
X22 = 0x00000000000305b0
X23 = 0x000000000001016¢C
x24 = 0x00000000000101c0
x25 = 0x0000000000000000
X26 = 0x0000000000000000
x27 = 0x0000000000000000
X28 = 0x0000000000035b8
Xx29 = 0x0000000000000000
scr_el3 = 0x00000000000101c0
sctlr_el3 = 0x0000000000000000

cptr_el3 = 0x0000000000000000
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tcr_el3 = 0x0000000000000000

daif = 0x0000000000000238
mair_el3 = 0x0000000000cd383b
spsr_el3 = 0x0000000000000000
elr_el3 = 0x0000000080803520
ttbr0_el3 = 0x00000000000101c0
esr_el3 = 0x0000000000000000
far_el3 = 0x0000000000000000
spsr_ell = 0x00000000000101c0
elr_ell = 0x0000000000000000
spsr_abt = 0x0000000000000000

3.4.2 OP-TEE OS &4 panic

core data-abort at address 0xcl2l1bl6c

fsr 0x00000805 ttbr@® 0x6847446a ttbrl 0x6847006a cidr 0x2

cpu #0@ cpsT 0x200001d1

0 0x20068000 r4 0x68407195 r8 0x00000000 112 Ox00000000
rl 0x00000049 r5 0x6848068b 19 0x6840a3bd sp @xcl2lbla4
r2 0x6848068C r6 0x6848068cC 110 0x684808cc 1r 0x684296a6
r3 0x0000001f r7 0x00000001 11l @x68404f9d pc 0x6840041c

ERR [0x@] TEE-CORE:tee_pager_handle_fault:125: Unexpected page fault! Trap CPU
PANIC: tee_pager_handle_fault core/arch/arm/include/mm/tee_pager.h:126

4. fIREBE

[0] FHRABS &

ARM Trusted Firmware: https://github.com/ARM-software/arm-trusted-firmware

OP-TEE OS: https://qgithub.com/OP-TEE/optee os

[11 ARM TrustZone:

https://www.arm.com/products/security-on-arm/trustzone

https://developerarm.com/technologies/trustzone

[2] op-tee BEM: https://www.op-tee.org/

[3] PSCI: http://infocenterarm.com/help/topic/com.arm.doc.den0022¢/DEN0022C Power State

Coordination Interface.pdf "Power State Coordination Interface PDD (ARM DEN 0022C)"
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